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(54) STREAM CIPHER APPARATUS 

(57)Abstract: 

PROBLEM TO BE SOLVED: To solve the problem of communication 
with attached synchronization supervisory information, or initial data in 
prior art lowering the transmission efficiency and also the cipher 
strength because of reused pseudo-random numbers. 
SOLUTION: A pseudo-random number a generated by an M-sequence 
generator 22 is a repetitive sequence of pseudo-random numbers in a 
period of n bits. A pseudo-random number b. generated by an M- 
sequence generator 23, is a repetitive sequence of pseudo-random 
numbers in a period of m bits. An exclusive-OR gate 25 exciusive- 
ORs these pseudo-random members a, b bit by bit to generate one 
bit of pseudo-random number c. The sequence number of monotone 
increasing values by each enciphering of one IP packet is set in the 
generator 22 as initial data, fixed values are set in the generator 23 as 
initial data, so that the pseudo-random numbers used for enciphering 
one IP packet always use a different partial sequence of the pseudo- 
random numbers c. Enciphering or decoding is conducted, using 
pseudo-random numbers e generated from the pseudo-random 
numbers c and pseudo-random numbers d. 
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